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HHOOPMALIHMOHHASI TAMSITKA
AJIS1 OBYHAROLIUXCSI JISI PASMEIEHUSI
HA OOPUILUAJNBHBIX UHTEPHET-PECYPCAX

C KaxbIM rOZIOM MOJOJEKH B MHTEPHETE CTAHOBHTLCS OoutbIe, a MIKOJb-
HHKH OIHH M3 CaMbIX aKTHBHBIX Moib3oBatenelt Pynera. Mexay TeM, moMumo
OIPOMHOI0 KOJIMYECTBA BOSMOKHOCTEH, HHTEPHET HeceT H MpobiieMbl, JTa naMaT-
Ka JIO/DKHA 110MOo4Y b Tebe 6e301aCcH0 HAXOANUTECS B CETH.

Komnbioreptblie BUPYCEHI

KOMMbIOTepHBIH BUPYC - 9TO Pa3sHOBHIHOCTD KOMITBIOTEPHbBIX TPOrPaMM,
OTITMYHTEIBHOH 0COOCHHOCTBIO KOTOPOH SBASETCS CIOCOOHOCTL K pPazMHOKEHHIO,
B nonoanenue k nTomy, BUpyCH MOTYT MORPESTUTH WU TMOJHOCTBIO YHHUTOKHUTE
BCC (ailiibl H AaHHbLE, 0KOHTPOJIbHBIE 101b30BATENO, OT HMEHH KOTOpOro Oniia
3allylleHa 3apaskKeHHas [pOrpaMMa, a TakKe [IOBPEeAMTb MM Aa)Ke YHUYTOKHTH
ONEPALMOHHYIO CHCTeMY €O BeeMmH (aiiamu B 1esnoM. B GonbmuuCcTBE Cllyyaes
PactpoCcTpaHsIoTCs BUPYCHI Yepes HHTePHET.

MeTo/Ibl 3a1UTEl OT BPeAOHOCHBIX MpOrpamMM:

I. Mcnonesyli coBpeMeHHbIe ONEepALMOHHBIE CHCTEMbI, HMEIOLIHe cepbes-
HBIH YPOBEHb 3aLUThL OT BPEAOHOCHBIX MPOrPaMM;

2. TIocTOsAHHO ycTaHaBIMBal NayTH (UM(POBBIE 3aIUIATKH, KOTOpBIE aBTO-
MATHYECKH YCTAHABIMBAIOTCA € 1eb0 10pabOTKH NPOrpamMmMel) U apyrue 00HOB-
JcHUA cBOCH onepauuoHHol cuctembl. CkauuBail MX TOABKO ¢ OQHUUAILHOIO
caifra paspaboruuka OC. Ecin CylIecTByeT pexuM aBTOMATHYECKOrO 0GHOBIIE-
HUSI, BKIIKOYH €ro;

3. PaGoTaii Ha cBOCM KOMIIBIOTCPE MOA npaBaMH I10JIL30BATCIIA, @ HEC ajMH-
HUCTpaTopa. DTO He MO3BONHT GOILIIHHCTBY BPeJIOHOCHBIX [IpOrpaMM MHCTAIITH-
POBATLCS Ha TBOEM [I€PCOHA/ILHOM KOMIIBIOTEPE;

4. Meuoubsyit anTHBUPYCHBIC LIPOIPAMMHBIE HPOAYKTBl H3BECTHBIX MPOI3-
BOJMTRJIEH, C aBTOMATHYECKUM OOHOBJIEHHEM (a3;

5. Orpannub usndeckuit 10CTyn K KOMITBIOTEPY JUISt [TOCTOPOHHUX JTHLL;

6. HMcronp3yil BHelIHHe HOCHTeNH UHMOPMALHH, TaKHe Kak (prrerka, mHCK
Han hadiun us uuTepHeTd, TOALKO W3 TPOREPEHHLIX HCTOUHHKOR:

7. He otkpeiBail KoMIbIOTepHbIE (aiibl, MOJIYYCHHbIC M3 HCHAMCKHBIX HC-
ToYHMKOB. [laxe Te (aiiibl, KOTOpblE HPHC/IAT TBOH 3HAKOMBIII, Jlyuiie yTouHu y
HETO, OTIIPABIISUL K OH Tehe uX,

Cern WI-FI

Wi-Fi - 970 He B nepejaun JaHHLIX, He TEXHOJIOI'HS, & BCEro JIMIIL Open/,
Mapka. Ewe B 1991 roay Hugepnanjackas KOMIIAHMS 3aperucTpuposana Openj
«WECA», uto 0603na4ano ciroBocouetanme «Wireless Fidelity», xotopsiii nepe-
BOZAUTCS Kak «OecrnpoBoaHast TOUHOCTLY.

Mo Hawero Bpemenn aowa apyras a00peBuatypa, Kotopas siBAAETCS TaKoil



Ke TexHosmorueH. Dro abOpesuarypa «Wi-Fi». Takoe Ha3Banue Obl10 naHO ¢
HaMEKOM Ha CTaHaapT BeIciIel 3BykoBoH Texuukn Hi-Fi, uTo B nepesoje o3Haya-
eT «BbICOKAA TOUHOCTbY.

Ha, GecrinaTHbli HHTEPHET-10CTYI B Kade, OTeJIsX H adporopTrax sBjfgeTcs
OTJIMYHOM BO3MOJKHOCTBIO BbIXOJAa B MHTepHeT. HO MHOrMe sKCIepThl CHHTAIOT,
uTto obutenocTymHele Wi-Fi cetn He sBastoTes 6e30nacHbIME,

CoBetbl 110 6€30TMaCHOCTH padoTh! B 0011e10CTYHBIX ceTsiXx Wi-fi:

1. He nepenapail cBoIO JIMYHYIO HHPOpMALMIO yepes o0uienocTynipie Wi-Fi
ceru. PaBoras B HHX, KCJIATCALHO HC BBOAHTE MApOJIH QOCTYIA, JIOTHHBI M KaKHe-
TO HOMEDPA;

2. Ucnonb3y#t u 00HOBIAN aHTHBHPYCHBIE TTpOTpaMMbl U OpaHjimayep. Tem
caMbIM Tbl oOe3onacuilb cebs OT 3aKa4yKi BUPYca Ha TBOE YCTPOHCTBO;

3. Ilpu ucronb3osannk Wi-F1 oTkiaioun GyHkuuo «O0mwui goctyn K ¢ai-
JAaM W rpuHTepamMy. JlaHHas QyHKUMS 3aKpbiTa 110 YMOJIYaHKIO, 0JHAKO HEKOTO-
pBle TTONTL30BATEIH aKTHBHPYIOT ee Ul ynoberBa MCosib3oBaHus B pabore win
yuede;

4. He wucnonezyit nyOauuneiii WI-FI st nepesavun auunbiX J@HHBIX,
HAITPUMEP [Ulsl BLIXO/A B COLHANLIBIE CTH HIIH B DJI@KTPOHHYIO MOYTY;

5. Ucnonb3yii Tonpko 3ammmentoe coeannenue yepes HTTPS, a ne HTTP,
T.€. npu Habope Beb-aapeca BBOAM UMEHHO «hilps://»;

6. B MobunbHoM tenedone oTkI0uH QyHkunio «lloaxmovenue k Wi-Fi as-
ToMaruydecku». He jonyckall aBroMaTHHeCKOro MOAKIOUEHHMs YCTPOHCTBA K Ce-
st Wi-Fi 6e3 tBoero coruiacusi.

CounanbHble ceTH

CoumalnbHple CeTH aKTUBHO BXO/AT B HALIY JKH3Hb, MHOTHE JIIOAH paboTatoT
K IKHBYT TaM HHOCTOMHHO, d B Facebook YIKE 3dperuCrprupoBal MALIHAp/ HeJI0OREK,
YTO ABJIACTCH OIIHOﬁ Ce/IbMOH BCeX JKUTCHCH U1aHeTbl, MHOTHE MoJb30BaTE/M HE
MOHHMAIOT, UTO MH(OpPMALUs, pasMeLleHHAs UMH B COLMABHBIX CeTAX, MOXKET
OBbITh HAii/leHa ¥ MCNO/B30BAHA KEM YIOAHO, B TOM 4ucie He 00s3aTesbHo ¢ O.1a-
FHMH HaMEepPeHHAMH.

OCHOBHBIE COBeTH! 110 6E30MaCHOCTH B COLIMATBHBIX CETSIX:

1. Orpanudb cnucok apyseit. Y 1¢6i B APY3bAX HE JOJKHO OBITH CIIyqai-
HBIX M HE3HAKOMBIX JTIOAEH;

2. 3awuminai CBOK YacTHYIO KH3Hb. He yKkaspiBail maposu, Tenedonsl, aape-
ca, J@arty TBOCro poxKjACHUA U APYryro JUYHYIO HHCI’JO])MGLU'HO. 3HO)’MBI[UH€HHHKH
MOTYT HCITOJIB30OBATEL HaXC MHq.)OpMaLlHK) 0 TOM, KdK Tbl U TBOH POJHTEC/IH IIJIaHH~
pyere npoBeCTH KaHUKYIIbI,

3. Bawmimai cBOIO PCMyTAlHIO - JICPKH CC B YHCTOTC M 3ajzasail ccc Bo-
npoc: xoTes OBl T, YTOOB! APYTHE MONBL30OBATENIH BHACIH, YTO ThI 3arpyzkaeiin?’
[Tonymait, mpesie yeM 4To-To OnyOIMKOBATh, HAMUCATh U 3arPy3UTh;

4. Ecan Tbl roBOpHIIbL © JIOABMH, KOTOPBIX HE 3HACIIL, HE MCIIOIB3YH CBOE
peanbHOe UMS W APYTYIO JHUHYIO HH(POPMALMH: UM, MECTO JKHTEILCTBA, MECTO
yueObl U rpovee;

5. MsGerait pasmeuienust gororpaduii B MHTepHeTe, rae Tel H300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOJKHO ONPEe/IMTh TBOE MECTOIOJI0KCHHUE;



0. [py perucTpaunn B COUMAILHOM CETH HEOBXOIUMO HCTOJIB30BATE CIIOK-
HBIC IIAPOJIM, COCTOAIINE U3 OYKB M LKU(P U ¢ KOIMYECTBOM 3HAKOB HE MEHee §;

7. Jnst COUMAIBHOM CeTH, MOYTBl M APYTHX CANTOB 11€06X0AMMO HCIOMB30-
BaTh pasHkle naposu. Torxa eciu Tebs B3MOMAIOT, TO 3TOYMBILIICHHHKH [10J1Y4YaT
AOCTYTI TOJIBKO K OJIHOMY MECTY, & He BO Bce cpasy.

DIICKTPOHHbBIE IEHBIH

ONEeKTPOHHbIE ICHbIH - 3TO OUCHDL YAOOHBIN CrIocod mmaTexked, 01HAKO Cy-
UIECTBYIOT MOLUCHHUKH, KOTOPBIE XOTST [OJYYUTh TH JICHETH,

DIIEKTPOHHbIE A€HBTH MOSBHIHCE COBCEM HEAABHO M UMEHHO H3-3a 91010 BO
MHOTHX TOCYIapCTBaX /10 CHX MOP HEe [IPOIMCAHO PO HHUX B 3aK0Iax.

B Poccnu ke ony QyHKUHOHHPYIOT H O HHX YsKe NMPONHCAHO B 3aKOHE, IJIe
MX pasielisiioT Ha HECKOJIbKO BHJIOB - @HOHHUMHbBIC M HE aHOHUMHBIE. PasHuua B
TOM, YTO AHOHMMHbIE - 3TO T€, B KOTOPLIX pasperuaeTces IPOBOAHTL oTlepalnn 6es
MNIEHTUUKALIMU TI0IB30BATEIIS, 4 B HEAHOHHMHLIX HAeHTH(QUKALMS 110/1b30BaTeNs
ABJIAETCA 00si3aTeNLHON,

Taxeke ciesyer pasauuath 31eKTPOHHLIE (PHATHEIC ACHBIH (PaBHLI rocyaap-
CTBEHHBIM BaJFOTaM) M 3JIEKTPOHHbIE HeduaTHble AHLIH (He PaBHBI rocyaap-
CTBEHHBIM BaJIFOTaM),

OcHoBHbIE COBETHI 110 5€30IACHON PaboTe ¢ HMEKTPOHHLIMU JeHBTaMH:

1. TIpHBskK K cueTy MOOHIBHBIN TenedoH. DTo camblil y06HbIM 1 GbicT-
PBI €110co0 BOCCTAHOBUTHL 10CTYN K cHeTy. [IpuBs3aHHbIil TenedoH NOMOKET, ec-
mi 3alyjews CBOM IUIATEXHEIT Naposib WIH 3aiifewn na caiiT ¢ He3HaKOMOro
ycTpoiicTia,

2. Mcrionb3yit oanopasoseie naposv. [locite repexona Ha yCUIeHHYIO aBTo-
pusario tebe yske He OyneT yrpoKaTh ONMAaCHOCTE KPaskKi WM MepexBaTa IruiaTeik-
HOI'O naposis;

3. Boibepy cnoxublii mapons. IlpectynHukam GyaeT He MpocTo yragaTh
CI0%HBLI naposipb. Hagexknbie maposm - 9To Maposin, KOTOpPbIe COAEPKAT He MeHee
8 3HAKOB M BKJIIOHAKOT B O CTPOUHBIC H IPOIKCHBIE GYKBbI, LMQPbl U HECKOJb-
KO CHMBOJIOB, TAKHC KaK 3HaK j0/apa, (pyHTa, BOCKJIMLATENbHBIM 3HAK M T.IL
Hampumep, $tROng!;;

4. He BBOAM CBOM JIMHHDbIC JaHHBIC Ha CAHTAX, KOTOPBIM HE J0BEPAELIb.

OJIeKTPOHHAS MTOYTA

DNeKTpOHHAS I0YTA - 3TO TeXHONOTHS W MPEJIOCTABISEMbIE €10 YCIYTH 110
IEPCCHLTIKE M ITOJYHEHMIO 3IEKTPOHHBIX COOOLIEHMH, KOTOPBIE pacrpeaeIsioTcs b
KOMIMBIOTepHOH ceTH. OOBIYHO 3/CKTPOHHbIH [OYTOBBI AUMK BBITIAAWT Cleay-
1M 006pasom: HMA_Noab30BaTens@uma_nomera. Takke KpoMe mepeaads mpo-
CTOrO TEKCTa, HMEETCH BO3SMOIKHOCTD IepeiaBaTh (aiiiibl,

OcHosHbie coBeThI 1O Ge30macHoi paboTe ¢ 3NeKTPOHHOH MOUTOIl:

l. Hazo BblOpaTh npaBWibHBIN MOYTOBLIN cepBuc. B uHTepHeTe ecTh
OTPOMHbIH BbIOOP GECILIATHBIX HOYTOBLIX CEPBUCOB, OAHAKO JyUlLe 10BEPATH TEM,
KOIro 3Haelllb H KTO I1CPBbIH B PCHTHHIC;

2. He yka3piBail B TMUHOM noUTe JIMYHYIO HHOpMauHo. Hanpumep, nydie
BbIOpATh «My3blKa/bHbIH_(panat@» nin «pox2013» Bmecto «Temal3»;

3. Mcnons3yll AByXOTanHyl0 aBTOPU3ALMIO. DTO KOTAA IMOMHMO MapoJis



HYIKHO BBOAWTH KO, IPUChLIAEMBIH 110 SMS;

4. Bribepy ca0/KHBIH naposib. st Kax10T0o MoYL0BOro siiika T0/ACH OBITH
CBOM HaJ(eKHBIH, YCTOMYHBLIH K B3JIOMY Napoilb;

5. Ecny ecTb BO3MOYKHOCTH HalucaTh CAMOMY CBOM THUILIH BOIPOC, HC-
[OJIb3YH 3TY BO3ZMOYKHOCTH;

6. Mcrnonbs3yl HECKOJIbKO MOYTOBBIX ALIMKOB. ITepBblif UL YacTHOH Tiepe-
[MHCKH C aapecaTami, KOTOPbIM ThI 10BEPACLIb. IT0 3JIEKTPOHHBIH anpec He Halo
MCIIOJIB30BATE TIPH PErHCTPALHH Ha Gopymax ¥ cairax;

7. He orkpbisail Qaisibl 1 ApYrue BIOKEHHA B MNHCbMAX, NAKE CC.IM OHH
IpULLIM OT TBOMX JApy3e. Jlydule yTo4HA y HHX, OTNPAaB/IS/IA JIK OHH tebe oTH
(haiinbl;

8. ITocie oxoHwaHus pabOTHI Ha IMOYTOBOM CEPBUCE MEPCI 3aAKPHITHEM
BKJIAAKK C caiToM He 3a0y/ib HaXkKaTh Ha «BBIHTIN.

KuGepOy utiHI Wil BUPTYalbHOE H31€BATEILCTBO

KuGepOyamuar - npecieoBaue COOOIICHHAMH, COLePKATIMMA ockopOuie-
HU$, ArPCCCHIO, 3alyrHBaHHE; XYJIHIalCTBo; COUHANIBHOC OOHKOTHPOBAHUE C T10-
MOIIBIO PATHYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 Gopbie ¢ knbepOyLUTHHIOM:

1. He Gpocaiicst B OOH. Jlyuwnit cnoco®: mocoBeTOBATHCS KAK cebs BeCTH U,
€CJIM HET Toro, K KOMYy MOJKHO oGpa'ryrrbcx, TO BHaAyamne }'CﬂOKOPI'I‘hCﬂ. Ecnu Thl
HauHellp OTBeYaTh OCKOPOICHHAMH Ha OCKOPOJEHHS, TO TOJNBKO CLIC Gonbuie
paszooKeIb KOHPIMKT;

2. Ynparnsii croeit kubeppenyraiHen;

3. AHOHHMHOCTb B ceTH MHMMad, CYLECTBYIOT ¢rocoObl BBIACHUTD, KTO
CTOMT 32 AHOHHMHBIM aKKayHTOM;

4. He CToMT BECTH XYAMUTaHCKHMIT 06pa3 BHUPTYANbHOH KU3HM. Wurepner
(guKcHpyeT BCe TBOM JSHCTBUA M COXPAHACT HX. VnaauTh UX OyIeT KpaiHe 3a-
TPYIHUTEILHO;

5. Cobumonaii ¢BOIO0 BUPTYAIbHYIO ¥€CTh CMOJIOLY;

6. Mriopupy# eiHH4HbIA HETATHB. OnHOpa30Bblc OCKOPOUTENbHBIC c000-
weHus nydnie urEopuposarh. OObIMHO arpeccus NPEeKpailacTesd Ha Ha"aJIbHOH
CTadHH,

7. Ban arpeccopa. B nporpammax o0MeHa MITHOBEHHBIMH coobuiennsMH, B
COLMANBHBIX CETSX CTh RO3MOKHOCTh OJIOKMPOBKH OTIIPABKH coOBLIeHH I ¢ orpe-
JICJICHHDIX apeCOB;

8. Ecint Thl cBUzieTeNb KHOepOyurHara, TBOH ACHCTBHS: BHICTYIIHTD IIPOTHB
npecnenoRaTens, ToKa3aTh eMy, 4To ero 1eficTBUA OUSHHBAIOTCA HETATHBHO, noJ-
JlepkaTh KCPTBY, KOTOPOH HYXKHA IICHXO/0rHYccKas NOMOLLb, COOOLUMTD B3pOC-
JIBIM O (paKTe arpecCHBHOTO MOBEJICHHS B COTH.

MoGunbHnli TenedoH

CospemerHble cMapTQOHbL 1 MIAHIIETbl COACPKAT B ceOe BIOJTHE B3POCIIbIH
(DyHKUHOHAJ, U Teneph OHH MOTYT KOHKYpHpPOBAaTh CO CTALHOHAPHEIMH KOMITbIO-
TEpaMH. OIIHEIKO, CpeICTB 3alUMThI IJ151 UOIIOGHBIX )/C'l‘pOITXCTB nokKa oveHn mMajo.
TecTHPOBAHKE H [IOKCK yA3BHMOCTEH B HHX NPOMCXOAUT HE TaK HHTCHCHBHO, KaK
nas [IK, To e camoe KacaeTcst 1 MOOHIIBHBIX [IPUIOKEHNH.



Cospemennbie MOGHIBHBIC Gpay3epsl yxKe NPaKTHYECKH JOTHATH HACTOIb-
HBIC AHAJIOTH, OAHAKO pacluMpeHue (yHKUMOHANa BiaeweT 3a coboit Gonbiiyio
CJIOKHOCTE ¥ MEHBLUYIO 3alIULIEHHOCTD.

Hanexo He Bce MPOW3BOIUTENM BBITYCKAIOT OOHOBJICHMS, 3aKpBIBAIOIIHE
KPHTHYECKHE YA3BHMOCTH 1J1 CBOMX YCTPOHCTB.

OcHoBHbIE cOBeTHI 11 6e30MACHOCTH MOGHITBEHOTO TenehoHa:

Huvero He sBnsetcs no-nacrositemy GecratssiM, Byas octopoeH, Beib
Korza Tebe npeasaraioT GeCcrIaTHblif KOHTEHT, B HEM MOTYT GBITh CKPbIThI KaKHe-
TO ITaTHBIC YCIYIH;

Hymaii, npexne yem otnpasiuTe SMS, ¢oro miu Buaeo. Thl TOYHO 3HACLUB,
riae oHu OyayT B KOHEYHOM UTore?

Heo6xoanMMo 00HOBATE ONEpallHOHHYIO CHCTEMY TBOEr0 cMapThOoHa;

Hcrone3y# aHTHBHPYCHBIE NPOrPaMMEI JITS5 MOOHIILHBIX Tesle(OHOB;

He sarpyuail npusoxenus 0T HeW3BECTHONO HCTOYHHMKA, BEIb OHM MOIYT
COAePIKaTh BPEAOHOCHOC MPOrpaMMHOe 00eCrCYeHHE;

[Tocse Toro kax Thbl Bbliifems ¢ cafiTa, rie BBOIHI JIMUHYIO HH(OPMALHIO,
3aiiIM B HacTpoikn Opaysepa 1 yranu cookies;

Ilepuonnyecky npoBepsil, Kakne IIaTHBIE YCILYTH aKTHBUPOBAHBI Ha TBOEM
HoMepe;

Hasaii cBoit HOMep MOOMIILHOIO TenepOHa TONBKO JIHOASM, KOTOPHIX ThI
3Haellb U KOMY J0Bepsielb;

Bluetooth nomken GbITh BBIKJIIOUEH, KOTAA THI UM He MOIb3yewbes. He 3a-
ObIBail MHOIA POBEPATH ITO.

Online urpsi

CoBpeMeHHbIe OHIAHH-HIPBI - 3TO KPACOUHbIE, 3aXBATLIBAIOIHE pa3Bleve-
HUst, OOBEAMHSIONIME COTHU THICAY YeTIOBeK 110 BeeMmy MUpy. MIrpokn mceseayor
lIa,HHE:Iﬁ MM MHD, OGUIaJOTCfI APYT C© APYTOM, BBITTOJIHAIOT 3aaHus, CpakaroTcs ¢
MOHCTPaMH H TIOJIY4alOT OMbIT. 3a YAOBOJILCTBHE OHH ILIATAT: MOKYNAIOT JIHCK,
orla4uBaroT aboHeMEeHT HIIH IIPMUGPC'LH}O'I' KAdKHe-=TO OINUHH.

Bcee ot CpelcrBa UayT Ha noaaepX)ane U pasBuTHE UI'PbI, a TAKIKC Ha camy
6e30MacHOCTh: COBEPIIEHCTBYIOTCS CHCTEMbBI aBTOPHU3ALIMM, BLIMYCKAIOTCS HOBLIE
ImaTq (LUQpOBbIC 3aNJaTKN IIA IIPOTPAaMM), 3aKPbIBAIOTCA ySA3BUMOCTH CEPBEPOBR.

B 10Z0CHBIX Mrpax CTOMT OIAcaThes HE CTOJNBKO CBOMX COIEPHHKOB,
CKOJILKO KPaKH TBOETO TMapoJis, Ha KOTOPOM OCHOBAHA CHCTEMA ABTOPH3ALIMH
OOJIBLIMHCTBA UIP.

OCHOBHBIE COBETHI 110 0€3011dCHOCTH TBOEr0 UIPOBOrO AKKAYHTA:

1. Ecin sipyrofi urpok Beser cebs [10X0 HIH CO31aeT Tefe HENnpUsTHOCTH,
3a010KHPYii €T0 B CIIHCKE HIPOKOB;

2. Tlozkauryicst aAMHHHCTPATOPaM HTPBI HA TIOXOE MOBEAEHHE 3TOTO HIPO-
K&, JKeJIaTelIbHO IIPHIIOKHThL KaKHe-TO I0KAa3aTe/IbCTBA B BUAE CKPHHOB,

3. He ykaspisaii anunyio nidopmaLio B ipodaiiie urpsb;

4. VBaxkalh IpyTHX YYaCTHHKOB 110 HIpE;

5. He ycranasnngait HeoHIa kbl NaTUM U MOJEI,

6. Mcnonp3yil crosKHble U pasHble Maposiu;

7. Jaxe BO BpeMs MIpbLl He CTOHT OTKIIOMATL aHTHBHpYC. |loka Thl urpa-



€llIb, TROM KOMUBKOTED MOTI'YT 3dpA3UTh.

DULIMHT UTTH KpaKa JTHYHBIX JaHHbIX

OO0bIUHOM Kparkeil IeHer W JIOKYMCHTOB CEI0/IHs YK€ HHKOro He yIHBHIIb,
HO C PazRUTUEM HH'I‘CPHQT-TEXHOJ’]OI'Mﬁ 3JIOYMBIIIVICHHHKH MNepeMeCTHIINCE B HII-
TEpPHET, W MPOLIOJIKAIOT 3aHUMATHCA WHOOGHMBIM JIETIOM.

Tak [OSBHIACL HOBAs yrpo3a: WHTECPHET-MOLICHHMYECTBA WM (ULIHHT,
[1aBHAS LeJlb KOTOPOTO COCTOUT B TOTYYEHHH KOHQHACHIIHATbHBIX AaHHBIX T10/Tb-
3oBaresneif - JOruHoB ¥ maposeii. Ha aurnuiickoM f3plke phishing unraered Kax
dumunr (ot fishing - ppiGnasn 10814, password - Naposk).

OCHOBHLIE COBETHI 110 GOPBOC ¢ PHILHHIOM:

|. Crenu 3a cBouM akkayHTOM. ECIH Tbl NOA03PCBACllb, YTO TBOS aHKETa
Oblia B3JOMAHA, TO HEOOX0AMMO 3a0J0KHPOBATE € W COOOLLMTE aIMUHUCTPATO-
paM pecypca 00 9TOM Kak MOKHO cKopee;

2. Vernonb3yit 6esonacHple BeG-CalThl, B TOM YHCIIE, MHTEPHET-MAra3HHOB U
[IOHCKOBBIX CHCTEM;

3. Mcronb3yil clokHBle M paskbie napoim. Takum oOpasom, ecan Te0d
B310MAIOT, TO 3J0YMBILIIEHHHKH MOJYYaT JOCTYN TONBKO K OJHOMY TBOCMY IPO-
(HITIO B CETH, @ HE KO BCEM;

4, Ecmu tebs B3I0MAIN, TO HEOOXOAMMO MPEAYyNPeAMTh BCEX CBOMX 3HAKO-
MBIX, KOTOpble H00aB/IeHbl y Te0s B APY3biX, O TOM, 4To Tebs B3/0MAlH H, BO3-
MOYHO, OT TBOEIO WMEHH OyIeT pacChUIATbCs CIAaM M CCHUIKM HA (QHIIMHIOBBIC
CanThbl,

5. Yeranosn naneskubii maposs (PIN) Ha MOGHBHBIH TeNedoH;

6. OTKJIIOUHM cOXpaHeHwe naposis B Opaysepe;

7. He orkpsiBail (aiipl ¥ ApyrHe BIOKEHHS B MMCLMax, Jaje ecjii OHH
NPULILIKA OT TBOMX Apyseil. Jlydiue yTOUHH Y HHUX, OTNPABIISIH JIH OHHU Tebe 3TU
hanbl

Lludposas perryralis

[ludposast peryTauus - 570 HeraTUBHAg WU TIO3UTHBHASA uHbopMaLMs B
cern o Tebe. Komnpomerupytolas HHpopMaLis, pasmMelliennas B HHTepHeTe, MO-
JKET CepbesHbIM 00pa3oM OTPa3sUTLCA Ha TBOCH peanbHOi wu3HH. «Lludposas pe-
OyTauusi» - 3TO TBOH WMWK, KOTOPbIH dopmupyeTes 13 nHpoUpmMaL O 1¢bc B
HHTEPHETE.

TBOE MECTO KMTesbCTBA, yueObl, TBOe (UHAHCOBOE IOJIOKEHHE, 0COOCHHO-
CTH XapaKTepa 1 pacCKasbl O ONIU3KKUX - BCE DTO HaKaAlJIMBACTCA B CETH.

MIIOTHE TOAPOCTKH JIETKOMBICJICHHO OTHOCATCS K My OIHKaLMK THYHOH HH-
dopmariy B MuTeprere, He NOHMMAs BOIMOKHBIX MOCHeACTBUM. Tbl naxe He
CMOKCIIb JI0OTaaThesi O TOM, UTo oTorpadus, pasmelleHnas 5 JIeT Hasall, cTaja
MPUYHUHON 0TKa3a NPUHATE TeOs1 Ha padoTy.

KoMMeHTapuH, pasMelueHne TBOMX (ororpapuii U Apyrie NeHCTBUI MOTYT
HE MCUEe3HyTb J1aKe [10C/e TOT0, KaK Thl X yAanullb. Tbl HC 3HACLIb, KTO COXpa-
HHJT 2TY HH(l)()pMa[lM}O, nonaja i OHa B IMTOUCKOBbLIE CHCTEMbBI M COXPaHH/Iach JIN
OWa, a [NABHOE: YTO MOAYMAIOT 0 Tebe OKPYKAIOUIME JIO/LH, KOTOPhIe HANAYT 1
yBuaAT 910, Halitn HHPOpMALKMIO MHOTO JIET CIYCTS CMOKCT JHOOO0H - KaK M3 100~
PBIX MOGYKICHHH, TaK 1 ¢ HAMEPEHHeM NPHUYHHKTE Bped. DTO MOKET OBITh KTO



YIOMLHO.

OcCHOBHBIE COBETBI 110 3aLUHUTE UHPPOROH permyTaLHu:

1. Iloxymaii, mpexie 4eM 4To-To MyQJIHKOBAThL M MepeaaBaTh y cebst B Onore
WITH B COLIMAJILHOM CeTH;

2. B nacrpoiikax npouis YCTaHOBM OrpaHHYEHHs HA [POCMOTP TBOCTO
NpOQUIIS B ero COACPIKUMOr0, ClIeNai ero TOIBKO A APy3er;

3. He pasmenaii n He yka3biBail HHOPMALMIO, KOTOPAH MOKET Koro-111do
OCKOPOIATE MM OOMKATE.

ABTOPCKOE IMPaBo

CospeMennble WKOJMLHHKE - AKTHBHBIC MOJIb30BATENH u(poBoro mpo-
ctpancTBa, OQHAKO AaleKO He BCE 3HAIOT, YTO MOJIL30BAHHE MHOTHMH BO3MOKHO-
cTAMH wrpoBoro Mupa TpedyeT COGIIONEHNMS TIPaB Ha MHTEICKTYalbHYI0 c00-
CTBEHHOCTD.

TepMidH  «UHTEINeKTyalbHas COOCTBEHHOCTE» OTHOCHTCS K Pas/MUHbIM
TBOPCHUAM YEeJIOBEHCCKOro yma, Ha4dnHas € HOBBIX H.’%OG[)CTGHHFI H 3HaKOB, o0bo-
3HATarounXx cOOCTBEHHOCTh Ha IIPOAYKTBI M YCIYIH, M 3aKaHyuBasg KHHTaMH, (“1)0-
TOFpa(l)I‘IS{M}-I, KHHO(bI/{.TIbMaMH 1 MY3bIKaJIbHBIMH HpOHBBCﬂCHI{HMH.

ABTOpCKHC rnpapa - 3TO IpaBa Ha WHTEUICKTYaJIbHYIO cOOCTBEHHOCTh HA
NPOU3BCACIIHA HAYKH, JIMTEepaTypbl H HCKYCCTRBA. ABTOPCKMC rpaBa BbICTYTIAIOT B
KauecTBe rapaHTHH TOrO, YTO HHTE/IeKTYabHBIN/TBOPUYCCKHIT TPy aBTOpa He Oy-
JeT HarpacHbIM, 1aCT EMY clipaBe/lJInBbIC BO3MOKHOCTH 3‘dpa60TaTb Ha pesylibTa-
Tax CBOEro TPYyZa, MOMyUHTL H3BECTHOCTh M npusHanue. Hukro 0c¢3 paspelueHus
aBTOpa HE MOJKET BOCIIPOH3BOAHUTDL ero npou3BeACHHE, PacripoCTpaHiaTh, H}’6.HPI‘-1-
HO JAEMOHCTPUPOBATH, [PONABaTh, HMIIOPTHPOBATE, IIyCKalh B LIPOKAT, ny6aHUHO
MCMOJHSATE, IOKA3LIBATL/HCIIONHIATE B 2(QHpe Wi pasMewars B MiHTCpHETE.

Mcrnonb30Banne «IHPATCKOro» NporpaMMHOro o0ecredenis MOXKET NpHBe-
CTHM K MHOTHM pHCKaM: OT IIOTCPH AAHHBLIX K TBOHM aKKayHTaMm 10 6ﬂOKHpOBKH
TBOECIO )’CTpOfTCTBa, rje yeraioniena HejerasbHas nporpamMma. He ctout raxike
366blBaTb, YTO CYHIIECTBYIOT nerajibHele U OecruiaTHbie [IpOTrpaMMbl, KOTOpbIE
MOYKHO HAHTH B CCTH.

O noprasie

CereBnyok.pd - TBOH [IaBHBI COBE UMK B CCLM. 3UECh Thl MOKELb Y3HATD
0 0e30MaCHOCTH B CETH NMOHATILIM H JOCTYITHBIM A3BIKOM, a MPH BO3HHUKHOBCHHH
KPUTHUYECKOH CHTYallMK OOpaTUTLCS 33 COBETOM. A TakKe [PHHATH Y4acTHue B
KOHKYPCAX H CTaTh CaMbIM LIH(QPOBbIM I'Paz 1aH HHOM!
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